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1. Introduction

All of Infinite’s devices that support the MQTT protocol, are capable to connect to any
local or remote MQTT Broker. Amazon Web Services is a subsidiary of Amazon
providing on-demand cloud computing platforms and APIs to individuals, companies,
and governments, on a metered pay-as-you-go basis.

This document is a brief how-to guide for all device communications between

Infinite's devices and the AWS which supports MQTT connectivity.

2. AWS Console

After creating an AWS account, navigate to the AWS Management Console page and
click Connect an loT device.
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Open the Manage tab and click Things.
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Connect to AWS loT

Connecting a device (like a development kit or your computer) to AWS loT requires the completion of the following steps. In this process you will:

Register a device

device needs a thing record in order to wark with AWS laT.

o Download a connection kit

A thing is the representation and record of your physical device in the cloud, Any physical

Thie conmection kit includes some important components security credentials, the SDK of

your choice, and a sample project.

Configure and test your device

seript, and vest that it is connected 1o AWS loT correctly.

Want to learn more about the components of AWS loT?
Try the interactive overview

Click Create things.
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Create a single thing.

AWS 16T » Manage > Things » Create things

Create things .

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

/

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

() Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

.

Give the Thing a name.

Thing properties i

Thing nama /

nbers, hyphers, colons, or underscores. A thing narme wan't oo

1 arty space

Additional configurations

You can use these configurations to add detall that can help you to organize, manage, and search your things.

» Thing type - optional

» Searc

abiles thing attributes - optional

¥ Thing groups - aptional

& Billing group - optional

Device Shadow e
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Auto-generate a new certificate. (AWS requires TLS communications)

Configure device certificate - optional i«

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an

active certificate with an appropriate policy.

Device certificate

4

O Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR
Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

Create a policy to attach to the certificate.

Attach policies to certificate - optional

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

™~

Policies (1) | c | ‘ Create policy [
Select up to 10 policies to attach to this certificate.

the device.

Q 1 @

Name

nbiot

ST Previous m

Name the policy and click advanced mode to define the types of actions that can be

performed by our device.
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Add statements

Policy statements define the types of actions that can be performed by a resource. Basic mode

D0 @~ e

"

Add statement

Delete the pre-existing statements and paste the following ones.

"Version": "2012-10-17",

"Statement": [
"Effect": "Allow",
"Action": "iot:*",
"Resource": "*"

]

This policy is for testing purposes (it allows all communications to and from the

device) and should be adjusted for your requirements.

Click refresh and choose the policy you just created and click Create thing.
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Attach policies to certificate - optional

AWS laT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.

Policies (1/2) | Cc | | Create policy [A

Select up to 10 policies to attach to this certificate.

Q

1 &

-] Name
nbiot
‘ Open_Comm ‘

\ Cancel

In the windows that pops up you can download the certificates that were created.

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS IoT.

Device certificate Deactivate certificate | ‘ M Download |
3e18ee0b1d5...te.pem.crt

Key files \

The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place

/A This is the only time you can download the key files for this certificate.

Public key file M Download

3e18ee0b1d5b2bbdbbd17¢5...512d954-public.pem.key
—

Private key file M Download
3e18ee0b1d5b2bbdbbd17c5...12d954-private. pem.key

Root CA certificates /

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later

Amazon trust services endpoint —_— M Download

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download

ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [4
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3. Device Configuration with WA Manager

In the Edit Device window in WA Manager, tick the Use SSL box.

Configuration 1 of 3
2 @ d

General Analog Inputs Counters 5DI-12 MODBUS Data Transmission MOTT Parameters SSL Parameters

' ' o S/MN:1 Type: ADS-300 Autonomous NB-loT Node Firmware Version

Unit ldentification

Device name [ADS-300 Unit 1D |0

MB-lot ldentification & Parameters

UseSSL [f =+ PSMMode OOn @ Off Phone [ ]
RTC Correction [Nr. of Messages] ljl UTC Time [ Offzet ljl

Comments EXPORT
MOSQUITTO

Next, we configure the MQTT parameters.

Although AWS supports MQTT connectivity, it is not a pure MQTT Broker and so it

has some limitations regarding its MQTT parameters.

For the Broker IP, the Device data endpoint must be used that can be found in the

AWS loT Settings tab.
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AWS loT Settings

Legging now supports JSON logs and fine-grained control. Upgrade

By upgrading, logging has four levels of log verbosity and roles can be specific at the account-
level.

Settings info

Device data endpoint info C

Your devices can use your account's device data endpeint to connect to AWS.

Each of your things has a REST AP available at this endpoint. MOTT clients and AWS loT Device SDKs [4] also use this

endpoint.

Endpoint

[J . s 2.2 mazonaws.com

For the Client ID, the ARN (Amazon Resource Name) must be used that can be found

in the Things tab.

AWS loT Manage Things Test_Unit

Test_Unit i

Thing details

Name
Test_Unit

ARN
armn:aws.iotius-west-2:242683800334:thing/Test_Unit
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() Edit Device Nr, 1, ADS-300 lre[oEe]| £
Configuration 1 of 1 .
2 O 4

General Analog Inputs Counters SDI-12 MODBUS Data Transmission MOTT Parameters SSL Parameters

GPRS Connection Settings

APN 5tring |iot.1nce.r|et

IP Version 4

TCP Parameters

Broker [P est-2,.amazonaws.com

port
MQTT Parameters
Client ID |arr1:aws:iot:us-west—E:xxxxxxxxxxx :thing.r'Testj

User Mame |username |

Password |passw0rd |

Tapic |ADS-300/TILT |

Lastly, in the SSL Parameters tab, we copy and paste the three files needed for the TLS

communication: Server Certificate (CA), Device Certificate and Device Private Key.
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-

© Edit Device Nr. 1, ADS 3 (=@ =

Configuration 10of 1
2 @ d

General Analog Inputs Counters SDI-12 MODBUS Data Transmission MOTT Parameters S5L Parameters

=

Server Certificate

MIIDmzCCAcOghwlBAgIUPKIH52uipAbg+OthhmtfXp1/70wDOYIKoZIhve NACEL
BOAWXTELMAKGATUEBhMCZ31x CzAIBgMNVBAgMANRoMO4wDAYDVOOHDAVDa GVzczEM
MADGATUEC gwDaWimMQowCAYDVQCOLDAFRMRewWFQYDVQODDAAIMS4MzguMjA0LIEy
MDAFyMTAZMjUx MzhwNDd aFuDyNjAZMUx MzhwND daMEDx CzAJBgNVBAY TAmdy
MCOswCOYDVOQIDAJIaDEOMAWGATUEBwwFdGhlc3MxDDAKBgNVBAoMAZIUZ EKMAGG
ATUECwwEYTEXMBUGATUEAwWwWOOTEUMTMALjlwNC 4 MjAwggEIMADGCSqGSIb3DOER

AFIIA A AIRP A _FIrA 1M A AUmAk AT I AR - UEAA . CETAL LTI _EL N LA AR

Device Certificate

MIDWTCCAkGgAwIBAgIURsKg5r5aKHT7P50q 3V Y ZegnlUcwDOYIKoZIhwve NAQEL
BCAWTTFLMEKGATUECwx COWThemulFdIViBTZX2aWNIcyBP PUFEY X pvbi3jb20g
SW3jLIBMPYNIYXRObGUgU1CQ8YV2FzaGluZ3RvbiBDPVVTMBAXDTx MDYy NTAANDEw
MFoXDTQSMTIzMTIzM Tk 10VowH|EcMBo GATUEAwWWTOVd TIERWYCBDZXI0aWZpY2F0
ZTCCASIwDOYIKoZlIhwve NAQEBBQADggEPADCCAQeCggEBAMbBFhFACaMRIDIFUWgz4
fxZH5ASBbHxkZKss5uoHKTHMuwNNHIONbFI T3V 2BEIT)jGY35PDugKGSUOGIgd

B
Device Private Key

MIEpQIBAAKCAQEAxt+ FEAJox HUMKVRaDPh/FkdIBIFsfGRkqAXmbgeRMcy TADDC
g41sWVPdW/MESIOMIMZjdIZ0700ZI04YiB THSefx WWRLtqjsPAYzQ0oStyHqEqxo
kZjbO0kmkStLOGWL3EKs/mdL2/t450mLAkCSOmDPgh+ FTwZywGmTXHc9sd9LXR2
puTP/4T1R ¥thuot+S5Alx 02woDLeWUInSrewdKkNT3WSKep O 2w TG dwwgyvx TvkE
SvPaKmFIT30ANAY +yMsWyqag3KkQySCQ3W3125)Mudn2 B Swo+ 8V25yMgHt 1ZFoB
+Xc1ZvKdZtztF25nBmbfTfSQUIz0DBmHED rwIDAQABACIBAQDDdADUIWIOOE0A

o FEFL ol PUETEV . S e L S0 e o A CUAAR IV Th AL L SV (e - W T L T A LE1AF R

The Server Certificate is the Amazon trust services that you previously downloaded,
the Device Certificate is the file you downloaded and the Device Private Key is the
private key file. These files should be first opened with Notepad++ and their contents

should be copy and pasted in the above tab. All files must be PEM formatted.

Your device can now securely connect to the AWS and send your encrypted telemetry

data safely.

Disclaimer:

AWS, Amazon Web services is registered trademark of Amazon.com Inc, USA. All products and software mentioned in
this document for educational and demonstration purposes.
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